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Live Trojan Message
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Attack Scenario

New Scenario: Trojan Message Attack

1 Bad guy chooses S (Trojan suffix).
2 Good guy chooses P and signs H(P || S).

3 Bad guy does something A really evil A.
→ Here: second preimage of P || S
→ (breaks the signature)

Restriction /
Prefix P has to be drawn from a public, “small” set.
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Trojan Message Attack: Online Part

1 We commited to S = S1 || S2 || S3 || S4.
2 Good guy chooses P = P3, setting M = P || S1 || S2 || S3 || S4.
3 M ′ = P || S1 || S2 ||T3 || S4 is a second preimage.
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Conclusion

Don’t Let Your Kids Hash Something Given By Strangers !
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