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Summary of the Previous Attacks

Attack ‘ Rounds ‘ Data Workload ‘ Memory ‘
Square attack [DR98] 6 232 272 232
RK-boomerang attack[B04] 6 27 271 233
Collisions [GM0O0] 7 232 2128 280
Partial sum [FKLSSWW00] | 7 | 228 _ 2119 [ 2120 264
Known key [KRO7] 7 256 256 -
Known key [MPRS09] 7 224 224 -
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Boomerang Attack on AES-128

The best attack on 7 rounds of AES-128 in the secret key model
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Known Key Distinguisher on AES-128

7-round differential with rebound attack (complexity 244):

4—-1—-4—16—-4—1—-4—14
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Chosen Key Distinguisher on AES-128

Take the 7-round differential and using the key freedom:

o Fix the active S-boxes in one additional round => improve the
complexity of 7-round differential (complexity 222)

@ Add one additional full state difference round = obtain 8-round
differential (complexity 244)

4—-1—-4—-16—-16—-4—-1—-4—14

This is the first attack on 8-rounds of AES-128 (but it is in the open
key model)
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Summary of our Attacks

Attack Rounds ‘ Data ‘ Workload Memory
RK-boomerang attack 7 297 297 235
Known key disting. 7 244 244 —
Chosen key disting. 7 222 222 —
Chosen key disting. 8 244 244 —
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The paper will appear on e-print soon.

Alex Biryukov and lvica Nikoli¢ (University of A New Security Analysis of AES-128 18 Aug 2009 7/7



	Various Attacks on AES-128

