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Fiat-Shamir protocol

Prover Peggy Verifier Vic

knows � � � �� � � � �
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Guillou-Quisquater protocol

Prover Peggy Verifier Vic

knows � � � �� � � � � �
 � ! � ��" �  � � "
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Schnorr protocol

Prover Peggy Verifier Vic

knows 0 1 2 3 4 5 6 7 8 9
: 1 ; 2 3 4< 6 7 8 = <
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H 6 : 0 I H
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Group homomorphisms

A group homomorphism from a group M NPO Q to a group M N Q
is a function R such thatSUT O VXW Y SUT W S VZW



Group homomorphisms

A group homomorphism from a group [ \P] ^ to a group [ \ ^
is a function _ such that`Ua ] bXc d `Ua c ` bZc
We write e a f for

`Ua c ; hence we have e a ] b f d e a f e b f



Group homomorphisms

A group homomorphism from a group g hPi j to a group g h j
is a function k such thatlUm i nXo p lUm o l nZo
We write q m r for

lUm o ; hence we have q m i n r p q m r q n r
Examples:s

p gut vwh j , p gyx j cyclic group gen. by x
q m r p x z k q m n r p x z {|x } p x z }s

p p g~t � hZ{�j
q m r p m � k q m {�n r p lUm {�nZo � p m � {�n �



POK of a pre-image of a group homom.� ��� � � � � � � � � � �
Prover Peggy Verifier Vic

knows � � � � � � � �
� � �� � � � � �

� � � � ��
� � � � � � � � � � �� � � �



Prover Peggy Verifier Vic

knows � � � � �   � ¡ � ¢£ �P¤ �¥ �   £ ¡ ¥ ¦ � ¤ § ¨ ©¦
ª � £ « � ¬ ª   ª ¡ ­� ¥¯® � ¬

Theorem: If values ° ± ² and ³ ± are known such that

(1) ´ µ ¶ ·U¸ ¹ ¸»º½¼¾°�¿ À Á for all ¸Â¼Ã¸»º ± Ä (with ¸ À ¸»º ),
(2) ÅÆ³ Ç À È É ,

then the protocol round is 2-extractable.



Prover Peggy Verifier Vic

knows Ê Ë Ì Í Î Ï Ê Ð Ë ÑÒ ËPÓ ÌÔ Î Ï Ò Ð Ô Õ Ë Ó Ö × ØÕ
Ù Î Ò Ú Ê Û Ù Ï Ù Ð ÜÎ Ô¯Ý Í Û

Theorem: If values Þ ß à and á ß are known such that

(1) â ã ä åUæ ç æ»è½é¾Þ�ê ë ì for all æÂéÃæ»è ß í (with æ ë æ»è ),
(2) îÆá ï ë ð ñ ,

then the protocol round is 2-extractable.

Theorem: The protocol consisting of ò rounds is a proof of
knowledge if ì ó ôõí ô÷ö is negligible, and it is zero-knowledge ifôõí ô is polynomially bounded.



Theorem: If values ø ù ú and û ù are known such that

(1) ü ý þ ÿ�� � � � � ø � � �
for all � � � � ù � (with � � � � ),

(2) 	Æû 
 � �
�
,

then the protocol round is 2-extractable.

Example: Schnorr

ÿ ��� � � ÿ ú � � �
� ��� �

cyclic group, order �� � � 	 � 
 � � �
ø � �
û � �



Theorem: If values � � � and � � are known such that

(1) �  ! "�# $ #&%(')�+* , - for all #.'/#&% � 0 (with # , #&% ),
(2) 12� 3 , 4
5 ,

then the protocol round is 2-extractable.

Example: Guillou-Quisquater

" '�6 * , "7� 8 ':9;*
" ' * , "<� 8 '=9;*> ? @ 1 ? 3 , ? A ( B prime)

� , B
� , 4



Theorem: If values C D E and F D are known such that

(1) G H I J�K L K&M(N)C+O P Q for all K.N/K&M D R (with K P K&M ),
(2) S2F T P U
V ,

then the protocol round is 2-extractable.

POK of several values:

W W X Y Z S Y T\[ W^] ; S2F W T\[ W_] P U
VW (same C )

J Na` O P b c deded c f
J N O P b c d:ded c fX J Y b Neg:geg:N Y f O Z h S Y beT\[ b ] Neg:geg=NiS Y f T\[ f ])j
S2F W T\[ W^] P UkVW N l P Q Neg=geg:N\m
F P J\F b N=g=g=geN�F f O , U P J/U b N=g=geg:N/Unf O



Theorem: If values o p q and r p are known such that

(1) s t u v�w x w&y(z)o+{ | } for all w.z/w&y p ~ (with w | w&y ),
(2) �2r � | �
� ,

then the protocol round is 2-extractable.

Proof of equality of embedded values:

� � � � � � �\� �^� ;
�2r � � �^� | �k�� (same r z)o )

| � � �:�e� � �� � � � � � | ��� � � � � � ze�:�e�:z.� � � � � ���
� | v�� � z=�=�=�=z/� � {



Theorem: If values � � � and � � are known such that

(1) � � � ��� � �&�(�)�+� �   for all �.�/�&� � ¡ (with � � �&� ),
(2) ¢2� £ � ¤
¥ ,

then the protocol round is 2-extractable.

POK of a representation (e.g. Pedersen commitments):

group with prime order ¦ , generators § ¨ �=©e©:©e�ª§ «
repr. of ¤ � ¬ �7­ ¨ �=©=©=©e��­ « � with ¤ � § ® ¯¨ § ®
°± ²=²=² § ®+³«

� � « ´
¬ �7­ ¨ �:©e©e©:�\­ « � µ § ® ¯¨ ²=²=² § ® ³«� � ¦

� � �·¶ �=©e©=©=�ª¶ �



Theorem: If values ¸ ¹ º and » ¹ are known such that

(1) ¼ ½ ¾ ¿�À Á À&Â(Ã)¸+Ä Å Æ for all À.Ã/À&Â ¹ Ç (with À Å À&Â ),
(2) È2» É Å Ê
Ë ,

then the protocol round is 2-extractable.

Correctness proof for a Diffie-Hellman key:

Å Ì Í , Å Ì Î , ÏÅ Ì Í:Î
º Ð Ñ Ò Ó Ô È2Ó É Å ¿ÖÕ × Ã × Ä
Prove knowledge of preimage of ¿ Ã Ä


