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Collision Attacks

High probability differential
nonlinear differential in round 1
low cost disturbance vector
(linear differential in rounds 2-4)

Fast message generation
message modification (advanced)
neutral bits
tunnels
boomerang attack
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Collision Attacks

High probability differential
nonlinear differential in round 1
low cost disturbance vector
(linear differential in rounds 2-4)

Fast message generation
message modification (advanced)
neutral bits
tunnels
boomerang attack

Attack complexity
depends on all

factors!

SHA-1 Differentials for Boomerang Attack – p. 2



Path with 7 auxiliaries
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